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Microsoft Entra SSO Integration with Snowflake

1. Go to the Snowflake login page. 2. Enter Snowflake username &
password to sign in.

Sign in to Snowflake
Sign in to Snowflake
Username

Username KAILASHLIMKAR

Password

SsiTassaiwia

Password

1. Login to Portal Azure.com
2. Go to Microsoft Entra ID -> Enterprise Applications
3. Click New application

=2z Enterprise applications | All applications

New application ") Refresh Download (Export) | @ Ppreviewinfo Columns

> Overview

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenar
- Manage

The list of applications that are maintained by your organization are in

%1 Al applications

4. In the Browse Azure AD Gallery search bar, search for Snowflake, and choose
Snowflake for Microsoft Entra ID.
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Browse Microsoft Entra Gallery

Create your own application | Got feedback?

The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automated
apps. Browse or create your own application here. If you are wanting to publish an application you have developed into the Microsoft Entra Gallg

| snowflake x| gingle Sign-on : All User Account Management : All Categories : All
Federated S50 Provisioning

Showing 2 of 2 results

Snowflake for Microsoft
Entra ID

Snowfiake Inc.

5. Give your Snowflake application a name, then click Create.

Snowflake for Microsoft Entra ID

Got feedback?

Logo Name

LD Snowflake for Microsoft Entra ID

Publisher Provisioning

Snowflake Inc. Automatic provisioning supported

URL
https://www.snowflake.comy

ke™ allows you to build a medemn data architecture with our
Cloud Data Platform, and natively integrate with Microsoft
Entra ID.

a | UMEN

5\\



Microsoft Entra SSO Integration with Snowflake

6. Once the application is created, on the left side choose Single sign-on. Then
select Set up single sign-on.

g LD Snowflake SSO app | Overview

Properties

% Overview

([ Deployment Plan

%, Diagnose and solve problems

~ Manage foe-42a3-9dd2-.
14l Properties Object ID
& Owners 754dc0de-fib3-4ala-81ea-f..
Roles and administrators a

* Getting Started

& Users and groups

A 1. Assign users and groups 2 Setup sngle sign on ()  3.Provision User Accounts

Provide specific users and groups access Enab ign into their applicatio u te and delete user
to the applications i & a crede 5 C in the application

7. Under the Basic SAML configuration section, click Edit.

LD Snowflake SSO app | SAML-based Sign-on

Upload metadata file Change single sign-on mode Got feedback?

W Overview

[} Depleyment Plan

11l Properties for help integrating LD Snowflake
& Owners -
Basic SAML Configuration

& Roles and adminesiratons

& Users and groups

Single sign-on

Provisioning

8. In the Basic SAML Configuration section, perform the following steps, if you wish
to configure the application in IDP initiated mode:

Here we will use the organization-name account format.
* In the Identifier text box, type a URL using the following pattern:

https.//<organization-name.snowflakecomputing.com
e Inthe Reply URL text box, type a URL using the following pattern:
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https://snowflake-url.snowflakecomputing.com/fed/login

Microsoft Entra SSO Integration with Snowflake

Basic SAML Configuration

Save | Got feedback?

Identifier (Entity ID)

The unigue ID that identifies your application to Microsoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

https://organization-name.snowflakecomputing.com

Patterns: https://*.east-us-2.azure.snowflakecomputing.com

Reply URL (Assertion Consumer Service URL)

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service” (ACS) in SAML

Index Default

https://organization-name.snowflakecomputing.com/fed/login

Patterns: https://<SNOWFLAKE_URL>.east-us-2.azure.snowflakecomputing.com/fed/login

9. On the Set up Single Sign-On with SAML page, in the SAML Certificate section,
click Download to download the Certificate (Base64) from the given options as per
your requirement and save it on your Local Drive.

SAML Certificates

Token signing certificate

Status Active

Thumbprint 7208649C92FAC15C0293E1FBEB17AC3CE490EFCY
Expiration 12/4/2027, 1:25:33 PM

Notification Email e RS (5

App Federation Metadata Url | m b

Certificate (Base64)
Certificate (Raw)
Federation Metadata XML

Verification certificates (optional)
Required

Active

Expired
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Basic SAML Configuration

Save | Got feedback?

Identifier (Entity ID)

The unigue ID that identifies your application to Microsoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

https://organization-name.snowflakecomputing.com

Patterns: https://*.east-us-2.azure.snowflakecomputing.com

Reply URL (Assertion Consumer Service URL)

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service” (ACS) in SAML

Index Default

https://organization-name.snowflakecomputing.com/fed/login

Patterns: https://<SNOWFLAKE_URL>.east-us-2.azure.snowflakecomputing.com/fed/login

9. On the Set up Single Sign-On with SAML page, in the SAML Certificate section,
click Download to download the Certificate (Base64) from the given options as per
your requirement and save it on your Local Drive.

SAML Certificates

Token signing certificate

Status Active

Thumbprint 7208649C92FAC15C0293E1FBEB17AC3CE490EFCY
Expiration 12/4/2027, 1:25:33 PM

Notification Email e RS (5

App Federation Metadata Url | m b

Certificate (Base64)
Certificate (Raw)
Federation Metadata XML

Verification certificates (optional)
Required

Active

Expired
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10. On the Set up Snowflake section, copy the appropriate URL(s) as per your
requirement.

Set up LD Snowflake SSO app

You'll need to configure the application to link with Microsoft Entra ID.

- =T
R httpsy//login.microsoftonline.com/6920e33a- CoPY o cligboard
Microsoft Entra Identifier https://sts.windows.net/6920e33a-c7f9-4e8f-b7bd...

Logout URL https://login.microsoftonline.com/6920e33a-c79-...

To create a SAML2 integration with Azure AD in Snowflake, you should have
previously collected the following information from the Azure AD Snowflake for
AAD application:
* Certificate (Base64)
e Azure Issuer (Entity ID)
- SAML2_ISSUER = <EntitylD/Issuer value which you have copied>'
e LOGIN URL
- SAML2_SSO_URL = <Login URL value which you have copied>'

The above values can all be found in the XML Federation Metadata file, where:

e X509Certificate

e entitylD in format https://sts.windows.net/[..1/ (include the trailing forward
slash).

e | ocation in format https://login.microsoftonline.com/I[..]/saml2

1.In a different web browser window, log in to Snowflake as a Security
Administrator.

2.Switch Role to ACCOUNTADMIN, by clicking on profile on the top right side of
page.

3.0pen the downloaded certificate in notepad editor. Copy the value between *---
--BEGIN CERTIFICATE----- "and "----- END CERTIFICATE----- " and paste this
content into the SAML2_X509_CERT.
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4. In the SAML2_ISSUER, paste Identifier value, which you copied previously.
5. In the SAML2_SSO_URL, paste Login URL value, which you copied previously.
6. In the SAML2_PROVIDER, give the value like CUSTOM.

OLE ACCOUNTADMIN:
( E SECURITY INTEGRATION AZUREADINTEGRATION
TYPE = SAML2
ENABLED = TRUE

SAML2_ISSUER = 'https windows  net /T
SAML2_SSO_URL = 'htt gin.micr nline . con/ i

SAML2_PROVIDER =
SAML2_X5@9_CERT =

SAML2 _SP_INITIATED_LOGIN_PAGE _LABEL =
SAML2_ENABLE_SP_INITIATED = TRUE;
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CREATE [ OR REPLACE ] SECURITY INTEGRATION [ IF NOT EXISTS |

TYPE = SAML2

ENABLED = TRUE | FALSE

SAML2_ISSUER = <EntitylD/Issuer value which you have copied>’
SAML2_SSO_URL = <Login URL value which you have copied>’
SAML2_PROVIDER = 'CUSTOM'

SAML2_X509_CERT = '<Paste the content of downloaded certificate from Azure
portal>’

SAML2_SP_INITIATED_LOGIN_PAGE_LABEL = '<string_literal>'
SAML2_ENABLE_SP_INITIATED = TRUE | FALSE

7. Select the All Queries and click Run.

WOLE ACCOUNTADMIN;
REATE SECURITY INTEGRATION AZUREADINTEGRATION
TYPE = SAML2
ENABLED = TRUE

SAML2_ISSUER = e — .

LR TR

status

Integration AZUREADINTEGRATION successfully created.

11. Configure Snowflake to support provisioning with Microsoft Entra ID

Before you configure Snowflake for automatic user provisioning with Microsoft Entra
ID, you need to enable System for Cross-domain Identity Management (SCIM)
provisioning on Snowflake.

1. Sign in to Snowflake as an administrator and execute the following.

use role accountadmin;

create role if not exists AzureConnection;

grant create user on account to role AzureConnection;
grant create role on account to role AzureConnection;
grant role AzureConnection to role accountadmin;
create or replace security integration AzureConnection
type = scim

scim_client = ‘azure’

run_as_role = ' AzureConnection

select system$generate_scim_access_token(' AzureConnection *);
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2. Use the ACCOUNTADMIN role. USE ROLE ACCOUNTADMIN:

3. Create the custom role AzureConnection. All users and roles in Snowflake created
by Microsoft Entra ID will be owned by the scoped down AzureConnection role.

r replace role AzureConnection:
account to AzureConnection;

iccount to AzureConnection;

4. Let the ACCOUNTADMIN role create the security integration using the
AzureConnection custom role.

type = scim
scim_client
run_as_role

5. Create authorization token by running the select statement as below:

select systemSgenerate_scim_access_token |

Copy the token and store securely for later use.

The access token expires after six months, and a new access token can be

generated with this statement.
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sso_Llogin_page = TRUE:

r replace role AzureConnection:
o AzureConnection:
1 account to AzureConnection:

role AzureConnection to role ACCOUNTADMIN:
te or replace security integration AzureConnection
type = scim
scim_client =
run_as_role = "AZURECONNI i :
systemSgenerate_scim_access_token(

12. To configure automatic user provisioning for Snowflake in Microsoft Entra ID:

e Sign in to the Microsoft Entra admin center as a Admin.
e Browse to Identity > Applications > Enterprise applications.

L3
2= Enterprise applications | All applications

Hiw apphostion Redresh Crevmiload [Expot) I’ Peeview info Ciduming Priview featuried Golt feedback?

Ovenview
View, Silter, and search applications in your crganization that ane st up 1o wte your Microsoft Entra tenant a2 their identity Provider.

< Manage
11 All applications

* Prevate MNetwolk id Application type == Emterprise Applications < Application 1D starts with X +',J add filters

CONMBCOR

The st of applications that are maintained by your crganizatson are in

2 applications found
User settings Mame t. ObjectiD Application 1D Homepage UAL Created on T4  Certificate Expiry 5tat,

&
B App lunchers BA2G08E-B3a0-4c08-BT45. .. AETZLETG-4CTE-4230- a2 1112024

g Custom authentication . TS4deOte-fh3-4a13-0lea.  25253341-769e-4233-9dd..  hipss/east-us-2anures . 12/4/2024 @ Curert
= extensaong

Security
Activity

Tecubdeshooting + SUpport

e In the list of applications, select LDSnowflakeSSO that you created earlier.
* Select the Provisioning tab.

Owners
Roles and administrators
Users and groups

Single sign-on

Provisioning
[ L =

=0 Self-service
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e Set Provisioning Mode to Automatic.
In the Admin Credentials section, enter the SCIM 2.0 base URL and authentication
token that you retrieved earlier in the Tenant URL and Secret Token boxes,
respectively.

Provisioning

Discard

Provisioning Mode

Automatic

Use Microsoft Entra to manage the creation and synchronization of user accounts in LD Snowflake SSO app based on user

and group assignment.

~ Admin Credentials

Admin Credentials

Microsoft Entra needs the following information to connect to LD Snowflake SSO app's APl and synchronize user
data.

Tenant URL

https:/ AR < oW flakecomputing.com/scim/v2

Secret Token

 Settings

* Note: The Snowflake SCIM endpoint consists of the Snowflake account URL
appended with /scim/v2/.
the Tenant URL value is https://.snowflakecomputing.com/scim/v2.
Select Test Connection to ensure that Microsoft Entra ID can connect to Snowflake.
If the connection fails, ensure that your Snowflake account has admin permissions
and try again.
e Test the connection and if the connection is successful. Save the connection.
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¥ Testing commection io LD Snowllake 550
Provisioning »

13. Adding/configuring the provision user/group
e Sign in to the Microsoft Entra admin center as a Admin.
e Browse to Identity > Applications > Enterprise applications.

»
=22 Enterprise applications | All applications

MHew apphcation Rdresh i Preve Prowsew features
Croniew
10 uze your Microsoft Entra tenant a: their identity Provider.
- Manage

" All applications

Application type == Emterprise Applications < Application 1D starts with *or add filters

Application 1D Homepage URL Created on Ty Certificate Expiry Stat|

e select LDSnowflakeSSO that you created earlier.
e Select Provision on demand
* Select the required user or group and click on provision at the bottom.
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@ LD Snowflake S50 app | Overview

Stan provisoning Restadt prowisioning Edlit prosision Provision on demand  § Got feedback?
® Cvervi s

B, Provision on demand Current cycle status Statistics to date

Manage Incremental cycle stopped

Pronvisioning 0% complete

View provisoning detals

Wiew technical information
& Users and groups

& Expression builder

Monator

a Provisioning logs Manage provisioning
B Auditiogs

¥ Insights

Troubleshoot

& Mew support request

Provision on demand

Learn More Got feedback?

Provision on-demand for a subset of users or groups before rolling it out broadly to your organization. When provisioning a group you can select 5 members
at a time.,

I Mo user or group will be provisioned on-demand that would not have been provimoned through the regular provsoning cycbes.

Setected user —

* Please validate the user/group.




Microsoft Entra SSO Integration with Snowflake

Perform action
Provision on demand
Maodifed attributes (sucorishal)

Techratsl ety
Ut “iaekarhy e G emenDat s com

Target attribaste rame Griginul target attribate val Mok fid Largeet atey st v

Logging in into snowflake with SSO
e Select Sign in using LDSnowflakeSSO instead of entering credentials.
* Select the required account.

Sign in to Snowflake

" Microsoft

4

Pick an account
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Kailash Limkar

Nandini K

Sai Bharadwaja

LumenData is a leading provider of Enterprise Data Management, Cloud & Analytics
solutions. We help businesses navigate their data visualization and analytics anxieties
and enable them to accelerate their innovation journeys.

Founded in 2008, with locations in multiple countries, LumenData is privileged to serve
over 100 leading companies. LumenData is SOC2 certified and has instituted extensive
controls to protect client data, including adherence to GDPR and CCPA regulations.

g LU M E N Get in touch with us: Let us know what you need:


https://twitter.com/i/flow/login?redirect_after_login=%2FLumenData
https://in.linkedin.com/company/lumendata
https://lumendata.com/contact-us/

