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Integrating Snowflake with Microsoft Teams

for Real-Time Alerts

In today's fast-paced world, tracking data operations and alerts is essential.
Integrating Snowflake with Microsoft Teams enables seamless communication by:

e Sending real-time alerts for task failures and critical events.
e Monitoring warehouse usage and notifying anomalies.

e Sharing SQL query results directly in Teams channels.

This integration ensures teams stay informed and act swiftly on key insights.

Step 1: Create a Channel in Microsoft Teams

To begin, you'll need a dedicated channel in Microsoft Teams where you can
receive notifications from Snowflake.

« Open Microsoft Teams and navigate to the Teams "R Hide all channels

section. ~
co Add member

e Create a Channel: If you don't already have a team,

create one first. @ Add channel

ithi £33 Manage tea
e Then, within the team, create a channel where U2/ SR SeuT)

notifications will be sent. () Manage tags

Step 2: Configure an Incoming Webhook in Teams &> Getlink to team

Incoming Webhooks allow external applications like [ Leave team
Snowflake to send content to your Teams channels.

* Navigate to the Manage Channel section of your newly created channel.
e Click on Connectors -> Edit -> Add Incoming Webhook.

e Name your webhook and copy the generated URL. You'll need this URL later to
configure Snowflake.
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Office 365 Connectors within Tears will be retired soon. The Workflows
provides similar functionality with more scalability and security. Leam k
Mote: To manage existing connections, please open Connectors page i

0

Copy the URL below to save it to the clipboard, then select Save. You'll need this
URL when you go to the service that you want to send data to your group.

‘ https://lumendata.webhook.office.com/w E

Url is up-to-date.

[ Done [ Remore |

Step 3: Create a Network Rule in Snowflake

The next step is to configure Snowflake to allow outbound communication with the
Teams webhook. This is done by creating a network rule that specifies the host and
port for outgoing traffic.

Creating a network rule:

create OR REPLACE network rule "EGRESS__TEAMS_WEBHOOKS"

type = HOST_PORT

mode = EGRESS

value_list = (".webhook.office.com’) -- Populate with webhook host of the target Teams
account, such as customer.webhook.office.com

comment = ‘Allows traffic to be sent to webhooks in the target Teams environment'

This rule ensures that Snowflake can send data to the specific Teams webhook URL.

Step 4: Create an External Access Integration in Snowflake

Next, you'll set up an external access integration to facilitate secure communication
between Snowflake and Microsoft Teams.

EXTERNAL ACCESS INTEGRATION:
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CREATE OR REPLACE EXTERNAL ACCESS INTEGRATION "EAI__TEAMS_WEBHOOKS"
ALLOWED_NETWORK_RULES = ("EGRESS__TEAMS_WEBHOOKS")

ENABLED - TRUE

COMMENT = 'External access integration to support traffic sent to webhooRs in the

target Teams environment’,

Step 5: Create a Function to Send Notifications to Teams

Now that the basic setup is complete, you can create a function in Snowflake that
sends notifications to Microsoft Teams using the webhook URL.

CREATE OR REPLACE FUNCTION SEND_TEAMS_NOTIFICATION(
WEBHOOK_URL STRING,
MESSAGE STRING
)
RETURNS STRING
LANGUAGE PYTHON
RUNTIME_VERSION = 3.10
PACKAGES = (requests’)
EXTERNAL_ACCESS_INTEGRATIONS = ("EAI__TEAMS_WEBHOOKS")
HANDLER = 'send_message’
AS
$$
import requests
def send_message(webhook_url, message):
payload = ["text": messagel
response = requests.post(webhook_url, json=payload)
if response.status_code == 200:
return "Notification sent successfully”
else:

return f'Failed to send notification. Status code: {response.status_code}"

$$:
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This function takes a webhook URL and a message as input parameters and sends
the message to the specified Teams channel.
Step 6: Create a Procedure to Send Data Notifications

Finally, let's create a procedure that retrieves warehouse usage data and sends it as
a formatted message to your Teams channel.

CREATE OR REPLACE PROCEDURE SEND_MAIL()
RETURNS STRING
LANGUAGE JAVASCRIPT
AS
$$
var webhook_url = "https.//lumendata.webhook.office.com/webhookb2/88fc7e5d-
a987-45f5-a317-cda365a6056b@6920e33a-c7f9-4e8f-b7bd-
9abdb2d207e8/IncomingWebhook/a87f942a8532467393f57753adb864d0./9b13ab88-
7920-4ffa-b687-4e5742794bcs/V2KUBPKEqQwhnOcSZk-
fEUANMFMt_SuvtbDO2mnemWmaqC81'
var sql_query =

SELECT
DATE(start_time) AS sdate,
warehouse_name,
SUM(credits_used) AS credits

FROM
snowflake.account_usage.warehouse_metering_history

WHERE

start_time >= DATEADD(day, -1, CURRENT_TIMESTAMP())

GROUP BY
DATE(start_time), warehouse_name

ORDER BY

1DESC, 2 ASC;
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var sqlstmt = snowflake.createStatement(f sqlText: sql_query });

var rs = sqlstmt.execute(),

var msg = <html><head><style>
table {

border-collapse: collapse;
width: 100%;

/

th, td {

border: 1px solid black;
padding: 8px;

text-align. center,

/

tr-hover {

background-color: coral;

/
</style></head><body><table><tr><th>DATE</th><th>WAREHOUSE NAME</th>
<th>TOTAL CREDITS</th></tr>"

while (rs.next)) {

var DATE = rs.getColumnValue(1),

var WAREHOUSE_NAME = rs.getColumnValue(2);
var CREDITS = rs.getColumnValue(3);

var rowColor = CREDITS > 1 ? '#fc353f' : ‘#0fffa3’"

msqg += <tr><td>'+ DATE + </td><td>'+ WAREHOUSE_NAME + '</td><td

style="background-color: '+ rowColor + ">"+ CREDITS + '</td></tr>"
/
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msg += </table></body></html(>;

var notificationResult = snowflake.execute(f
sqlText: SELECT SEND_TEAMS_NOTIFICATION(?, ?),
binds: [webhook_url, msgl

D

var result = “No result returned”;
if (notificationResult.next() {
result = notificationResult.getColumnValue(1);

/

return result;

$$

Testing :

DINESH_PRACTISE.PUBLIC Seltings

CALL SEND_MAILI():

A SEND_MAIL

Motification sent successfully
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Result in Teams Channel:

. Snowflake Alerts Posts Files  Notes

Q Snowflake Alerts POC 107 P

DATE 'WAREHOUSE NAME
Mon Mar 03 2025 00:00:00 GMT-0B300 (Pacific Standard Time) COMPUTE_WH

@ Reply

@ Snowflake_Alerts POC 4

DATE WAREHOUSE NAME TOTAL CREDITS
IMon Mar 03 2025 000000 GMT-0800 (Pacihic Standand Time) COMPUTE_WH
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LumenData is a leading provider of Enterprise Data Management, Cloud & Analytics
solutions. We help businesses navigate their data visualization and analytics anxieties
and enable them to accelerate their innovation journeys.

Founded in 2008, with locations in multiple countries, LumenData is privileged to serve
over 100 leading companies. LumenData is SOC2 certified and has instituted extensive
controls to protect client data, including adherence to GDPR and CCPA regulations.
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